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Abstract. Total order delivery semantics form the foundation for pro-
viding strong consistency guarantees in distributed applications. However,
asynchronous many-to-many communication systems, such as current
Publish/Subscribe systems, have been designed with different objectives
in mind, supporting strong dynamics and high decoupling of application
components. Therefore, available implementations of Publish/Subscribe
only guarantee partial-order delivery of event messages. In this paper,
we explore how to efficiently extend mechanisms deployed in popular
Publish/Subscribe systems, such as Apache Kafka, to provide total order
of events. Unlike previous attempts to build the order from scratch, this
approach does not require any change to the underlying implementation.
By proposing ATOM, a lightweight Asynchronous Total Order Mecha-
nism, we show how to efficiently merge event partitions maintained in
Publish/Subscribe to preserve time decoupling. We analyze the perfor-
mance overhead of integrating ATOM into Kafka and compare it to a
dedicated total-order messaging system called Multi-Ring Paxos.

Keywords: Total Order · Publish/Subscribe · Partitions.

1 Introduction

Distributed applications at scale, such as social media, e-commerce, and financial
trading platforms, often must satisfy different consistency requirements across op-
erational events within the same system. Weak consistency requirements, suitable
for operations such as displaying social media feeds or browsing product catalogs,
rely on partial-order semantics, in which causal relationships are maintained
among event messages. In contrast, strong consistency requirements are essential
for operations like processing payments or executing trade orders, demanding a
total order where all nodes must agree on a single sequence of events that allows
for deterministic computation and reproducible results.

Publish/Subscribe (Pub/Sub) is a widely deployed paradigm to support
decoupled communication between event producers (publishers) and consumers
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(subscribers) [12, 17, 21, 30]. For instance, the majority of top companies (80%
of Fortune 100 companies) rely on Apache Kafka [5] in their IT infrastructure
as one of the well-known Pub/Sub systems. However, Pub/Sub systems were
not designed for strong consistency applications. Instead, they provide only
weak consistency semantics in which subscribers deliver events of interest in a
partial order. For example, Apache Kafka [5] orders events inside partitions of
topics, Google Cloud Pub/Sub [19] enforces order using ordering keys, Amazon
Kinesis [2] provides order per shard, and Amazon SNS [3] uses a special type of
FIFO topics.

To meet strong consistency requirements, one solution is to build the total
order of events from scratch and replace the deployed Pub/Sub system. This is,
however, unacceptable for systems in production that rely on meeting flexibility
and configurability requirements continuously. The other solution is to split the
application architecture into different components that handle different consis-
tency levels. That is, interfacing the deployed Pub/Sub system with additional
dedicated total order mechanisms (e.g., consensus) to support strong consistency
requirements. This interaction results in wasted system resources due to redun-
dant operations that can be avoided (e.g., replication). In addition, it increases
the complexity of integration and monitoring costs of the system.

This paper explores a lightweight, least-intrusive approach that extends exist-
ing deployments of Pub/Sub systems to support strong consistency requirements.
We propose ATOM: Asynchronous Total Order Mechanism for Publish/Subscribe.
ATOM builds on the partitioning model, which organizes events in FIFO order of
the partitions, as in Kafka, and utilizes mechanisms that are currently supported
(or abstracted) in most up-to-date systems mentioned earlier [2, 3, 5, 19]. ATOM
adds complementary control information in the form of marker events (shortly
markers) to all existing partitions. These markers allow subscribers to locally
establish total-order delivery. ATOM does not apply any restriction on the pub-
lication of normal events that publishers send, since markers are injected into
partitions asynchronously with respect to these events. Meanwhile, subscribers
who desire to achieve total order use a deterministic merge mechanism to enforce
cross-partition ordering based on marker events. Other normal subscribers have
no overhead beyond skipping the marker events. Most importantly, all this is
done without modifying the underlying Pub/Sub system.

The notion of total order considered here is a consistent delivery order of
events among all subscribers that have common topics in their subscriptions.
This order might not necessarily correspond to the actual publication order or
adhere to a specific subscription of topics. The concept of total order is strongly
related to group communication primitives such as Atomic Broadcast and Total
Order Broadcast [13], and was initially introduced for fault-tolerant and consistent
replication. Our contribution by ATOM is achieving total order in the context of
Publish/Subscribe by: (1) isolating ordering events from the event publication and
event replication phases, (2) lightweight integration with a minimum overhead to
the underlying running system.
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The remainder of the paper is organized as follows. section 2 presents the
system model and assumptions. section 3 explains the concept of ATOM in detail.
section 4 shows the evaluation results of ATOM. section 5 reviews related work.
section 6 concludes the paper and discusses future directions.

2 System Model and Assumptions

A Pub/Sub system is an asynchronous communication model where publishers,
subscribers, and brokers are process sets that communicate by sending and
receiving events. These processes may fail (we assume a crash-recovery model)
but do not behave arbitrarily (i.e., no Byzantine failures). The communication
network is reliable. We assume a broker infrastructure that includes reliability
mechanisms, such as event replication, acknowledgments, and retransmissions.

We assume a partitioning model where events published to topics are split
into partitions distributed and hosted on brokers. A partition is a fundamental
building block that accepts and stores published events for a durable period and
allows subscribers to consume and replay them (see §2.1). We define the following
sets: Publishers: P = {p1, p2, . . . , pn}, Subscribers: S = {s1, s2, . . . , sm}, Topics:
T = {t1, t2, . . . , tr}, Partitions of topic ti ∈ T : PARi = {pari1, pari2, . . . , parik},
Events of partition parij ∈ PARi : Eij = {eij1 , e

ij
2 , . . . , e

ij
l }, Subscribers of topic

ti ∈ T : Sub(ti) ⊆ S.
We assume common interface operations such as: advertise(ti) to declare or

create a topic ti by an authorized publisher or a managing broker, publish(ti, E)
to send a set of events E to topic ti, subscribe(ti)/unsubscribe(ti) to register and
deregister interest in topic ti, and notify(E) to notify subscribers of new events.

2.1 Partition Properties

We assume the partition data structure is implemented as a log file written to
the hosting broker’s disk. It stores the actual event data, indexes, timestamps,
and any metadata. Events are FIFO-ordered in the log (new events are only
appended), and are identified by a sequential index number (i.e., the offset inside
the log). Subscribers can only consume events if they are reliably stored in the
log. The Pub/Sub system is assumed to satisfy the following properties:

Property 1 (Event Acceptance): An event e is accepted in partition parij of
a topic ti ∈ T , if e is published by p ∈ P and reliably written to parij in a FIFO
order, and has been assigned an offset e.offset within that partition.
Property 2 (Unique ID): An event e accepted in the partition parij of a topic
ti ∈ T has a unique ID: e.id = (ti, par

i
j , e.offset), comprising the topic ID,

partition number, and the offset in the partition.

We assume publishers are flexible in the partition used when publishing events
to topics (e.g., fixed partition, round-robin). When events are received by the
broker hosting the partition, they are accepted in arrival order (i.e., in the order
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they enter the log’s write buffer), which does not necessarily match the publication
order. We assume the topic ID and partition number are defined by managing
brokers when topics are created, or new partitions are added. Publishers and
subscribers can inquire about this metadata by sending separate requests to
brokers. Moreover, subscribers can request events by specifying the starting offset.

2.2 Total Order Properties

The total order properties of a Pub/Sub system can be mapped to those defined
for total order broadcast [14], including two categories: liveness (expressed by
validity) and safety (expressed by uniform integrity, agreement, and total order)
as follows:

Validity: If p ∈ P is a correct publisher, p published an event e to a topic ti ∈ T ,
and e is accepted in parij ∈ PARi , then every correct subscriber s ∈ Sub(ti)

eventually delivers the event e.4
Uniform integrity (no creation or duplication): For every topic ti ∈ T ,
each subscriber s ∈ Sub(ti) delivers an event e at most once, and only if e was
previously accepted in the topic ti by the system.
Uniform agreement: If any subscriber s ∈ Sub(ti) delivers an event e from
the topic ti, then every correct subscriber in Sub(ti) eventually delivers e.
Uniform total order: Let si, sj ∈ S. If both subscribers deliver events e and
e′, then they deliver these events in the same order.

Following the classification in [10], we aim to match the Strong Uniform Total
Order : without gaps in the sequence of delivered events among subscribers.

2.3 Reliability

Since total order properties relate directly to system reliability, we assume
partition replication across brokers, and other mechanisms when producing and
consuming events: acknowledgments, idempotent writes, and offset tracking.

For simplicity, partition replication can be done by primary-copy (other
mechanisms are still compatible, such as consensus among brokers ). One active
partition (leader) serves publishers and subscribers, while replicas (followers) are
synchronized with the leader. Leader election handles failures. When a leader
fails, it becomes unavailable until a replica is elected as leader. Since a broker
may host multiple leader partitions, all follow a similar scenario if the broker
fails. Hence, the fault tolerance depends on the number of replicas per partition.

The leader broker sends acknowledgments to publishers after ensuring replica-
tion. Publishers maintain reliability by retransmitting events if acknowledgments
are missing after a timeout. They use idempotent writing with a unique publisher
ID and event sequence numbers to allow duplication detection. As acknowledg-
ments, publishers receive the unique ID for each event after acceptance in any
partition, which is used for tracking and recovery from failures.
4 We assume that subscribers can replay accepted events by their unique IDs.
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Subscribers obtain accepted events and their unique ID from the leader broker.
They prevent event loss or duplication by tracking IDs after receiving, processing,
and storing events. They use IDs to replay events after failure recovery.

The reliability separation between publishers, brokers, and subscribers allows
graceful failure handling only after accepting published events in partitions
hosted across brokers. Therefore, partition properties can guarantee validity,
uniform integrity, and uniform agreement using previous mechanisms. However,
an important system assumption is that, for topic ti ∈ T , no sequencing order
is defined among its partition set PARi , which means multiple subscribers of ti
could receive events from multiple partitions and deliver them in different orders.
Also, no sequencing order exists among topics in the set T , which implies the
same result when multiple subscribers receive events from multiple topics.

2.4 Out-of-order Delivery of Events

When subscribers consume events from multiple partitions (one topic with
multiple partitions, or multiple topics with one partition), they may directly
violate the total order property. Having different views on the event received order
leads to different delivery decisions. For example, due to different event arrival
times (e.g., network delays) and reading from partitions in different sequences,
subscribers receive different event appearances and temporary gaps for newly
accepted events. Since we assume by default that subscribers deliver events on a
best-effort basis directly after receiving them, this immediately causes divergent
delivery orders. In this work, we aim to introduce a total-order service that
overcomes this issue and enables subscribers to deliver events in total order (i.e.,
TOdeliver(E)) to the application layer on top of this Pub/Sub system model.

3 Asynchronous Total Order Mechanism (ATOM)

This section introduces ATOM and its design properties. It applies to any Pub/
Sub system that supports a partitioning model and the properties in section 2.

3.1 ATOM Overview

ATOM is designed to achieve total order in a lightweight form that preserves the
scalability of the Pub/Sub system and uses the partitions architecture efficiently.
Fig. 1 shows an overview of ATOM operations and indicates its two dedicated
components. The first one is the Marker Producer (MP) on the broker side, and
the second one is the Total Order Enforcer (TOE) on the subscriber side.

The MP is responsible for generating and maintaining marker events, which
are periodically sent at rate λm to all partitions of all topics in the system. These
markers enable all subscribers to make consistent decisions either to order and
deliver events immediately or to temporarily queue them. As subscribers receive
events from the partitions of the topics they are subscribed to, the TOE of each
subscriber tracks and compares the received markers injected by the MP. The
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Fig. 1: ATOM Overview. The example shows a system with n publishers, two
subscribers (S1, S2), and three topics: a (green), b (pink), and c (blue). S1

subscribes to a, c and S2 to a, b, and c. Topic a has para0 , para1 partitions, b has
parb0, and c has parc0, parc1. The Marker Producer and brokers are replicated.

TOE determines the appropriate delivery sequence (via a deterministic merge
mechanism), ensuring events are delivered in a unified, consistent order across all
subscribers. In this way, ATOM ensures a global, consistent order of events over
all partitions and topics. In the example of Fig. 1, S1 and S2 are subscribed to the
common topics a and c, and both subscribers deliver the events of these topics in
the same order, i.e., e00 → e01 → e10 → e11 → e00 → e01 → e02 → e10 → e11 → e12 .

3.2 ATOM Design Properties

Publishers In ATOM, the MP generates markers and injects them into partitions
asynchronously with respect to the flow of normal events from publishers. This
ensures that marker injection never blocks, delays, or interferes with event
production operations. Therefore, publishers can continue sending events at
maximum throughput without additional overhead (e.g., latency or backpressure).

Lemma 1 (Performance Isolation). ∀p ∈ P , publication latency and through-
put are independent of the marker injection rate λm and the marker processing
cost, given (1) no shared blocking synchronization between the MP and pub-
lisher paths, (2) no mutable shared-data contention, and (3) no shared-resource
competition. Hence, ATOM publisher performance equals the marker-free baseline.

Proof. The publisher’s path is disjoint from the MP path in: (1) control flow:
the MP injects markers using an asynchronous non-blocking way, so publishers
do not wait for any acknowledgment, callback, or state change before publishing
normal events. (2) Shared data: markers are maintained locally by the MP and
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separately from publishers, so they do not require locking operations. (3) Shared
resources: the MP is a dedicated entity that has its own HW/SW resources that
will not affect the service time of publishers. Therefore, the publication latency
remains unaffected by λm, and the throughput saturates only at the broker limits.
Hence, no added overhead is imposed on ATOM publishers.

The reliability of ATOM primarily depends on the MP (which is replicated, as
shown in Fig. 1). A failure of this component does not disrupt event publishing
across the entire system; it only delays event delivery for subscribers interested
in the total order, while other subscribers can continue working normally.

Lemma 2 (Fault Isolation). Under a failure state of the MP, the following
properties hold:

1. ∀p ∈ P , the publishing operations continue to succeed without interruption.
2. ∀s ∈ Snormal, event delivery remains unaffected.
3. ∀s ∈ SATOM, event delivery is temporarily delayed but eventually resumed

upon MP recovery. Previously published events are guaranteed to be delivered.

Proof. The MP is decoupled from the normal-event replication path (i.e., parti-
tions), so its failure does not block publishers from appending events. Snormal
remain unaffected as they never interact with the MP. For SATOM, marker absence
halts the progress (needed to establish total order). However, MP replication and
persistent markers (as per the system architecture) ensure recoverability. Event
delivery is delayed, not corrupted, and resumes upon MP restoration.

The proofs of Lemma 1 and 2 provide general principles that verify disjoint
control, data, and resource contention, which ATOM satisfies by construction.

Subscribers Only subscribers that require a total order of events observe
overhead by the TOE. The TOE performs event delivery in rounds, where the
sequence number of a marker defines each discrete delivery round and the markers
are the boundaries of these rounds. The TOE delivers events from topics and
partitions in a predefined order (e.g., lexicographic). Other normal subscribers
have no overhead beyond skipping the unneeded marker events. Similar conceptual
abstractions can be found in distributed coordination, such as synchronous rounds
or synchrony view [11, 16,27], where events are sent, received, and processed in
predefined time-based rounds. ATOM is flexible because it decouples the process
of building the total order from the publish phase of normal events to the system.
This reduces the overhead compared to any centralized ordering service, which
would need to assign a unique sequence number to each event.

Definition 1 (Round-based Delivery). Let ∆ = mi −mi−1 denote the dura-
tion of the interval between two consecutive markers (i.e., marker interval = 1

λm
).

Let λE be the aggregate rate at which normal events are published and accepted
in partitions. Consequently, the expected number of normal events buffered and
processed by the TOE within a single round is N(∆) = λE ·∆. For any subscriber
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s ∈ SATOM , event delivery is performed in rounds. All events accumulated be-
tween marker mi−1 and mi belong to round Ri (i.e., delivery period). Within a
round, events are delivered in a predefined order (e.g., lexicographic).

The TOE utilizes a deterministic merge mechanism to enforce cross-partition
ordering based on the appearance of marker events. Similar conceptual work is
proposed in [1], which uses approximately synchronized clocks to predict the
sending frequency of each publisher, then utilizes it for a consistent merging
process in the network.

Lemma 3 (TOE Overhead). For a subscriber s ∈ SATOM, Let Ks be the total
number of partitions across all topics to which s is subscribed. For partition
j ∈ {1, . . . ,Ks}, let Nj(∆) be the number of events received from that partition
during a given round Ri. The total number of events processed by the TOE in
that round is: N(∆) =

∑︁Ks

j=1 Nj(∆) = λE ·∆. The worst-case computational cost
incurred by the TOE for round Ri depends on whether events are already sorted
by partition offset or not:

1. Sorted case: W(sorted)
TOE (Ri) = O

(︁
N(∆)

)︁
.

2. Unsorted case: W(unsorted)
TOE (Ri) = O

(︁
N(∆) logN(∆)

)︁
.

Proof. The TOE has three main operations: (1) Event buffering, (2) Marker
detection, and (3) Event merging. Each event is appended to the buffer using
an O(1) operation. Sorted case: when events are already sorted by offset, the
TOE checks each event once to detect the two markers. If the second marker
is absent, events remain in the buffer until new ones arrive; the TOE resumes
checking from where it previously stopped, so the marker-detection cost per
event remains O(1). If the second marker is present, the cost is still proportional
to the number of newly checked events, which is a subset of the total events
N(∆). Once the markers are detected in all partitions, the TOE passes over the
events between the markers to merge them into the delivery stream, incurring a
cost of O(N(∆)). Removing the delivered events from the buffer has a similar
cost to appending them. Therefore, the total execution cost for round Ri in this
case is: W(sorted)

TOE (Ri) = O
(︁
N(∆)

)︁
.Unsorted case: when events are not sorted

by offset, the TOE must establish a total order before it can correctly detect
markers and preserve per-partition semantics. It first sorts the buffered events of
each partition by offset using a comparison-based sort. In the worst case, this
costs:

∑︁Ks

j=1 O
(︁
Nj(∆) logNj(∆)

)︁
≤ O

(︁
N(∆) logN(∆)

)︁
, where Ks is the number

of partitions for subscriber s. After sorting, the TOE proceeds as in the sorted
case, adding O(N(∆)) cost for merging and removal. The sorting cost dominates,
yielding: W(unsorted)

TOE (Ri) = O
(︁
N(∆) logN(∆)

)︁
.

Lemma 4 (ATOM Overhead on Normal Subscriber). For a subscriber
s ∈ Snormal, the overhead of ATOM is strictly bounded by a constant-time filter.
The event processing latency ΛATOM(s) satisfies: ΛATOM(s) = Λbaseline(s) +O(1)
where Λbaseline(s) is the latency in a marker-free system.
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Proof. Subscribers in Snormal do not require event ordering. When consuming
from subscribed topics, they receive both normal and marker events. Since
markers are clearly distinguishable via metadata, the subscriber inspects each
event to discard markers. This filter is a single-branch operation applied without
accessing the TOE. Hence, this overhead is independent of ∆, λE, and N(∆).

Marker Producer To reduce the design complexity, the MP is a dedicated
broker that acts as a standard event publisher. Its main task is to generate markers
and publish them periodically to every topic partition in the system. Since the
MP is oblivious to partition content when appending markers, its overhead is
not influenced by the processing of normal events (i.e., by an increased number
of partitions or event publishing rate). Moreover, in practice, marker messages
are small compared to the typical size of normal events. Hence, the MP does not
affect the overall system performance at scale.

Lemma 5 (MP Overhead and Performance at Scale). The MP imposes a
strictly bounded overhead on the system. As K is the number of partitions:

1. The complexity of periodic markers is O(K).
2. The total storage and network overhead introduced by markers is bounded by

K and independent of the normal event payload size.
3. As the system scales, the MP overhead does not affect overall performance.

Proof. The MP issues exactly one append request per partition, each at O(1) cost
w.r.t. the number of normal events N . Therefore, the complexity per marker m
is: WMP(m) = O(K), depending only on the marker size ms and decoupled from
the average normal event size es. The overhead ratio is: K·ms

N ·es . As N scales with
publishing rate, or K with system scale, MP overhead stays O(K) dominated.
That is not a bottleneck and preserves performance at scale.

4 Evaluation

This section presents an experimental evaluation of ATOM, focusing on how the
added markers and the TOE overhead affect throughput and end-to-end latency.

4.1 Setup

The experiments run on an 8-node cluster (Ubuntu 22.04, 5.4 GHz Core i7-13700K
(16CPU), 32GB RAM, 1TB Samsung SSD 980PRO, 1Gbps Ethernet). The
dedicated nodes are: one publisher, two MPs (active/standby), three brokers, two
subscribers. ATOM is experimented on Kafka 3.9.1 (ZooKeeper mode) as the
substrate with default configurations, except that the broker network and I/O
threads were 4 and 12. We enabled all acknowledgments and idempotent writes
for MP and disabled auto-commit for subscribers. To maintain repeatability and
ensure system stability during experiments, the publisher event delay follows a
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(a) One Partition, RF=1.
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(c) One Partition, RF=2.
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Fig. 2: Latency vs. Throughput, and latency statistics at maximum throughput
for ATOM and baseline (BL).

normal distribution around the mean delay of the desired production rate. Each
experiment uses a 5 GB workload, 1 KB events split into 20 % warm-up and 80 %
test events to reduce the initialization effects. Events are sent individually (i.e.,
not batched) to randomly selected partitions, resulting in a uniform distribution.
Both subscribers receive and deliver events from all partitions.

4.2 ATOM Performance

ATOM performance mainly depends on the marker interval ∆. However, other
aspects, such as the publishing rate and the replication factor (RF), affect the
performance of both ATOM and its substrate Kafka. Therefore, we compare
the performance of Kafka, the baseline (BL) without event ordering, to ATOM,
including both MP and TOE components. Since broker capacity is limited by the
number of partitions, we tested two configurations: one partition on one broker,
and three partitions across three brokers. The total order is achieved using one
partition, but this shows the baseline limitation and the ATOM overhead. To
show replication overhead, we tested RF=1 (no replication) and RF=2. We
set marker interval ∆= 5 ms (different values in §4.4), acknowledgment timeout
∆ack = 500ms, and maximum retries Rmax = 5.

To show latency overhead, we tested different publishing rates and reported
the average end-to-end latency for the test events after discarding the highest
5 % values. We considered stable system conditions in terms of event latency per
partition and throughput: publisher throughput equals subscriber throughput.
The maximum throughput resolution is 1K event/sec. Fig. 2 shows latency
evolution as throughput increases. We observe that the average latency behavior
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Fig. 3: ATOM vs. MRP

in ATOM follows the baseline, with an increase below the selected value of
∆ across all publishing rates. This is due to the nature of fetching events at
subscribers, which allows multiple events to stack in broker partitions between
fetch requests, and enables efficient event processing at the TOE. Optimized
fetch configurations could improve the absolute results over the default.

The replication increases average latency. In ATOM, this increment is ≈ 85%
lower than the baseline, since it is included in the delay of the marker interval.
Compared to one partition, this increment decreases when using three partitions,
where the publication rate is split across partitions. However, the reduction is
≈ 12% less in ATOM than the baseline, because of marker detection overhead.

The replication decreases the maximum throughput. In ATOM, this decrement
is ≈ 12% higher than the baseline for one partition, and ≈ 44% higher for three
partitions. Compared to one partition, this decrement decreases when using three
partitions. This reduction is ≈ 30% less in ATOM than the baseline. Increasing
the number of partitions will increase throughput until it saturates the system,
resulting in unstable accumulated latency in some partitions. This is due to events
queuing at the broker for one partition, and the saturation of the subscriber
resources aggregating events from three partitions. Fig. 2 (d) shows that the
maximum throughput of ATOM is ≈ 14% lower than the baseline using ∆= 5 ms.
Also, the latency statistics show stability around 10ms, except for the P99 tail
latency, which indicates the start of a non-stable latency region.

4.3 ATOM vs. MRP

Multi-Ring Paxos (MRP) [23] is a protocol that can implement a standalone
total order Pub/Sub system via multiple consensus instances. It has similar
conceptual functionalities to Kafka, extended with ATOM. The roles in MRP
can be mapped to ATOM as: proposers to publishers, acceptors to partition
replicas, coordinators to leader partitions, learners to subscribers, and rings
to partitions. In both approaches, the total order is achieved by utilizing a
deterministic merge mechanism. Similar to markers in ATOM, skip messages
in MRP are generated by the coordinator according to a predefined value of
λMRP, which determines the maximum expected number of consensus in a time
duration ∆MRP. We configured MRP with three acceptors, one proposer, and two
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Fig. 4: ATOM performance at different marker intervals.

learners that deliver events from three rings. The default configurations are used
with in-memory mode, ∆MRP = 1 ms, λMRP = 40 K, and phase-1 resend time and
proposer timeout=60 sec. Using the same publishing rate control as in ATOM,
the MRP proposer can send 90 K event/sec, then starts to have proposer timeout
errors. Fig. 3 shows that MRP has comparable latency performance with ATOM
using ∆=5ms, but with a higher achievable system throughput. The latency
statistics are comparable, except that MRP has higher tail latency than ATOM.
The results confirm that MRP has optimized performance as a dedicated total
order messaging system. However, using MRP requires either replacing the whole
Pub/Sub system or interfacing with it at additional integration cost, while the
main motivation for ATOM is to extend the system already in production.

4.4 Marker Interval

The marker interval ∆ directly impacts the performance from three perspectives:
(1) the added delay on event delivery, (2) the number of markers inserted in
partitions (defines the delivery periods), and (3) the number of events between
markers (defines the period size). Increasing ∆ results in higher delivery delay,
a smaller number of markers inserted between normal events (fewer delivery
periods), and a larger number of events between markers (larger period size).

Fig. 4 shows ATOM’s performance under different values of ∆ between 1 ms
and 150ms (latency std. dev. omitted from the figure for clarity, the values are
≈ 25 - 30% for both ∆=1ms and ∆=5ms, and ≈ 50 - 55% for the remaining).
As expected, the event delivery delay at TOE increases with higher values of
∆. However, when ∆= 1 ms, the delay is higher compared to ∆= 5 ms. That is,
the overhead of detecting and processing a high number of markers is dominant.
Therefore, we select ∆= 5ms as the minimum (optional) value.

The number of markers in partitions is directly related to the ∆ value (at
fixed publishing rate). For the publishing rate of 10 K event/sec, the total markers
from three partitions decrease from ∼ 300 K at ∆= 5 ms to ∼ 10 K at ∆= 150 ms.
Also, the number of markers relates to the publishing rate (at a fixed marker
interval). For ∆=5ms, the total markers decreases from ∼ 300K at the rate
of 10K event/sec to ∼ 50K at the rate of 60K event/sec. In both cases, the
period size increases. Fig. 4 shows that the maximum throughput increases
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Fig. 5: TOE buffer size and throughput distribution, ∆=5, 100, 1000ms.

as ∆ increases until the overhead of processing large periods dominates over
processing fewer delivery periods. We notice that for ∆= 100 ms and ∆= 150 ms
the maximum throughput is very close to the baseline. However, for ∆= 1000 ms
it drops to ∼ 65K event/sec. Therefore, selecting the best ∆ value involves a
trade-off between the selected delay and the maximum throughput achievable.

To evaluate the TOE buffering behavior, we select the case where the period
size is maximized (i.e., at the maximum throughput) for three marker intervals:
5ms (lowest delay), 100ms (minimum delay with maximum throughput), and
1000 ms (highest added delay). Fig. 5 (a) shows the buffer size in events, starting
from the first test event received and sampled at the end of each second until
the experiment ends. This includes the non-delivered warm-up events and test
events that are still being received and waiting to be delivered.

As expected, the buffer size increases with higher ∆ values. As fetching
events returns a varying number of events each time, not equal among partitions,
and does not always represent a full period size. The buffer might not be fully
cleared after each delivery period. For ∆=5ms the average buffered value is
≈ 185 events/sec, increases to ≈ 4300 for ∆= 100 ms, and ≈ 60500 for ∆= 1000 ms.
Fig. 5 (b) shows the statistical distribution of received and delivered events per
second. The results are nearly identical for all ∆ values, while the variation
of delivered throughput decreases with higher buffering, which confirms the
processing efficiency of the TOE.
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Fig. 6: MP Failure effect on TOE, ∆=1000 ms.

4.5 MP Failure Recovery

To investigate how MP failure affects ATOM performance, we crashed the active
MP, allowing the standby to take over during the experiment. We modified two
MP configurations: (1) heartbeat interval to 2000 ms, and (2) session timeout to
6000 ms, the minimum allowed in Kafka. These values manage failure detection
and trigger reassignment of the replication topic to the other MP. We selected
∆= 1000 ms with a 65 K event/sec publishing rate as a high buffering condition.

The first part of Fig. 6 shows a spike in buffer size when the active MP node
crashes. Reassignment processes took ≈ 11 sec, including the first marker arrival
from the new active MP. During this time, buffer size peaked at ≈ 500K events.
Upon receiving the first marker, the TOE processes all buffered events, and
buffer size stabilizes around ≈ 60K events after ≈ 8 sec. Hence, the throughput
distribution has a high variation between received and delivered events, despite
the similar median value. Obviously, the latency is affected, and it follows the
delay of not receiving markers during the reassignment of the new MP.

The second part of Fig. 6 compares latency statistics between MP failure and
the normal case without failure. Tail latency in both cases follows the maximum
marker delay: 1003ms in the normal case, and 12043ms during MP failure.
Although the reassignment process affects the delivery of ≈ 19% of the events, we
see effects on all latency statistics. For two reasons: (1) unstable buffering after
the reassignment, which affects ≈ 13% of the events, and (2) marker detection
overhead at TOE, since the current implementation starts new detection from
the latest marker’s offset found. Further optimization is possible, especially when
reaching a certain buffer level without finding markers. We conducted experiments
modifying event size and distribution over partitions, but omitted results due to
space limitations.
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5 Related Work

The related work falls into two main categories: (1) group communication prim-
itives, and (2) works leveraging traditional sequencing mechanisms in those
primitives. The first category appears in toolkits such as JGroups [7], Appia [25],
and Spread [31], or integrated into systems like CORBA event services [18,26].
These implementations aim to simplify application development rather than
optimize performance. The second category is well explained in [14], which uses
dedicated sequencers (e.g., fixed or token-based), utilizes sender communication
history, or relies on receiver-group agreement to establish the total order. This
category has known limitations, as clearly noted in [24].

Existing solutions for total order in Pub/Sub systems rely mainly on the
second category. However, direct deployment of these sequencing mechanisms
is not efficient in this context. For instance, a centralized ordering service that
provides a globally unique sequence ID for every published event. Redirecting all
events to this service simplifies ordering but creates a single point of failure and
a performance bottleneck as the number of events increases, limiting scalability.
Moreover, it introduces additional latency from queuing delays or timeouts,
directly impacting overall system throughput.

The ordering service can enable publishers to request and obtain a unique ID
before publishing any event [8]. Alternatively, it can use a group of hierarchical
sequencers [15,22], a multistage ordering mechanism [9], or a synchronized shared
logical clock between brokers [29]. All these approaches introduce communication,
coordination, and group management overhead, which directly affects both
scalability and throughput. In all, with many publisher requests, this becomes
a performance bottleneck that does not scale well. Also, whenever a publisher
sends an event, additional overhead is incurred in obtaining the unique sequence
ID, increasing system latency and affecting scalability in terms of event number.

The service can aggregate events from multiple topics on-demand to recon-
struct the total order. This can be done using stream processing tools such as
Kafka Streams [6] or Apache Flink [4] on the subscriber side. However, these
tools support only time-aware correlation (timestamps and time windows) not
arrival time. Therefore, to achieve global total order across partitions, events still
need an additional sequencer (e.g., a single partition) to preserve the order.

Consensus protocols [20, 28] can replicate the ordering service or be used
among subscribers. For example, MRP [23] is an atomic multicast protocol
that uses multiple independent Ring Paxos instances [24] to provide scalable
total order. MRP can be utilized either by replacing the main components (i.e.,
publishers, brokers, and subscribers) of the deployed Pub/Sub system or by
integrating it as an additional system, which incurs additional overhead.

6 Conclusion

ATOM is a lightweight mechanism for achieving total order delivery of events in
Pub/Sub systems. It has two components: the Marker Producer (MP) and the
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Total Order Enforcer (TOE), which can be simply integrated into the existing
components of a Pub/Sub system without major modifications. Our evaluation
shows that ATOM can achieve high performance, close to baseline (without event
ordering), by tuning the marker interval to balance latency and throughput. In
future work, we will investigate ATOM’s performance at datacenter scale and
explore ways to accelerate it by leveraging in-network computing capabilities.
For example, we will examine how programmable switches can dynamically and
efficiently determine the marker interval based on network state.
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